Considerations for Genomic Data Privacy and Security when Working in the Cloud.
Next-generation sequencing produces large amounts of data. The complexity and data management issues associated with next-generation sequencing have led many laboratories to turn to cloud services, especially when internal information technology infrastructure is inadequate to support data requirements. In addition, public cloud repositories of variants are being increasingly utilized, and their data sets are being populated through crowdsourcing submissions of human genetic variation identified within laboratories. The purpose of this review is to describe the challenges of managing genomic data in the cloud and to discuss potential strategies to surmount these challenges in a compliant manner. The definitions and advantages of cloud systems are outlined. Special regulatory considerations for laboratories are included, and strategies for compliance in the US regulatory environment for genetic information in clinical patient care as well as in research and public databases are also discussed.